Abstract: The Internet is a public network with many issues of data transfer security. Steganography is a data transmission
Introduction
The Internet is a public network which is accessible to everyone from various circles. Lots of activities are done by users there in the virtual world, one of which is sending messages [1] . Internet technology is developing more sophisticated, faster and cheaper modes, which are also accessible to users of mobile devices. This makes the number of internet users to increase from year to year. Security issues then rise, such as digital message theft [2, 3] . Various methods such as steganography, watermarking, secret sharing cryptography, and digital signatures, have consequently been introduced to address the problem [4] [5] [6] .
Steganography is a technique for hiding digital messages into other digital media, such as images, audio, video, and others so that the messages can be disguised and not directly visible to the human vision. There are two kinds of steganography by domain, i.e., spatial domain and frequency domain [7] . Least Significant Bit (LSB) is a popular method in spatial domains [8] . LSB is not a new method. However, this method has many advantages, such as simple algorithm and the quality of imperceptibility of relatively good stego-image [6, 9] . This makes the LSB still open for more development and further research.
Steganography has several important aspects, such as imperceptibility and message capacity, that can be embedded [10] . Researches on steganography have concentrated on improving both aspects, e.g., studies [1, [11] [12] [13] . The studies propose the insertion of secret messages on the edge area of images based on the LSB method to improve the aspect of imperceptibility. This is due to higher sensitivity of the human eyes to changes in the smooth area than those in the image edge area [1, 14] .
Each image has a different edge area which determines the number of messages that can be embedded. The more edges there are, the more messages can be embedded. There are many proposed popular edge detection algorithms, among others are the detections of the Sobel and Canny edges [10] . Each image edge detection method has its own advantages, and the results of each edge detection algorithm are different from one another [15] . In this research, two image edge detection methods are combined to provide a better edge area so that the area can be used as a place to embed a larger number of messages.
2. The state of the art Y a n g et al. [1] proposed a steganographic LSB method using PVD and edge detection to obtain a large embedding capacity while maintaining the stego-image quality. In this study, the image is divided by segmentation using edge detection, so the image is divided into two areas, i.e., the edge area and smooth area. The edge area embeds more messages than the smooth area. This is because the edge image area can provide more tolerance to changes in the value of the pixel. This study has obtained the value of Peak Signal-to-Noise Ratio (PSNR) more than 33 dB with a message capacity of more than 80,000 bits. The cover image employed is a grayscale image with size of 512512.
G o o d a r z i, Z a e i m and S h a h a b i [16] combine two edge detection methods, i.e., Canny edge detection and Fuzzy logic edge detection. The result is a hybrid edge detection. Canny edge detection has obtained 6046 pixels of edge on the image flax, while Fuzzy detector 6323 pixels. When the two edge detections are combined, a 6849-pixel edge has been obtained. With more edge pixels, more message capacity can be embedded. In the baboon image of embedded message with 0.54 bpp (bits per pixel), a PSNR of 52.7 dB is obtained. S i n g l a and J u n e j a [17] suggest a steganography using adaptive 1-4-8 LSB on the image edge area. The edge detection method used is a hybrid method Canny detector and Fuzzy detector. The method has also incorporated the AES algorithm to encrypt messages before embedment. The cover image used is the RGB image, with a message embedded at 6 bits on the edge area and 2 bits on the smooth area. This method has obtained a PSNR value of 46.68 dB on the Lena image.
B a i et al. [11] also propose a steganographic LSB technique on the edge area. In the study, the pixels in the cover image are classified into two parts, i.e. edge pixels and non-edge pixels. The classification is done by using three types of edge detectors, namely Canny, Sobel, and Fuzzy. At the edge pixels, more secret bits are pinned by LSB substitution method. The experimental result has shown that the Fuzzy detector has the largest payload, while the Sobel detector has the smallest payload. On the other hand, the Sobel detector has obtained the highest PSNR value among other detectors.
K a l r a and C h h o k a r [15] propose a combination of Canny and Sobel edge detections to perform an image edge detection. This is done because the detections of Canny and Sobel have their respective advantages. Combining these two methods results in a more complex edge detection and a larger edge areas.
Based on related researches discussed above, the proposed method in this research combines Canny and Sobel edge detections to increase the capacity that can be embedded on the cover and the imperceptibility of the secret messages.
3. Theory of LSB steganography and image edge detector 3.1. LSB steganography Steganography is a method used to hide data in a file with the intention to deceive the human vision system. LSB is a method in the highly popular spatial domain used in steganography. LSB is applied in a way to modify the smallest bit value of image pixels by changing them directly [6, 9] . LSB is traditionally done by changing the smallest bit values in a sequential order. When there is an image pixel value {250, 120, 80, 175} and there is a message with a value of 10, then the steps taken to insert the message are as follows: A steganography research using LSB method is very simple, so this method is also very predictable and unsafe anymore. But until now this method is still being investigated to improve the image quality and safety. This is due to the advantages possessed by LSB in good imperceptibility quality, so the human sensory system cannot detect small changes that occur. Therefore, to improve the quality, payload, and security of message insertion, LSB is combined with several methods, such as insertion in edge areas [12, 16] , cryptographic techniques, adaptive and dynamic LSB [14] , and so forth.
Canny edge detector
Canny is one of the popular edge detection algorithms, which was invented by J o h n C a n n y [18] in 1986. Canny edge detection has the advantage of being able to detect the edge of the original image with a small error tie so as to obtain the edge of the optimal image. This detector has been widely used in various image processing algorithms that require edge detection. Performance of edge detection is highly dependent on the threshold value used [19] . This makes it very popular and widely used because it successfully provides standardized localization solutions and complex mathematical calculations to collect smoothing filters. Canny can also reduce many inputs to a certain edge [20] .
Sobel edge detector
Sobel is one of the popular edge detection operators [21] , like Canny. The two advantages of this algorithm are that it obtains an effect to reduce random noise in the image and that it gives off lighter and brighter-looking edge elements [22] . The Sobel operator is a partial derivative of ( , ) where x = 3 and y = 3, which technically can compute the gradient of the image intensity. If there is an image ( ), then we use the horizontal and vertical templates to convolve the image to get the edge area, with and :
].
The proposed method
Based on the background previously presented, this study proposes a steganographic method based on edge detection. The edge detection used is a combination of Canny and Sobel edge detections. The method being proposed is divided into three main processes, i.e., a process to generate hybrid edge detections, a process of embedding messages, and a process of extracting messages. The following describes the three processes of the method being proposed into details.
The process to generate hybrid edge detections
The idea of this proposed hybrid edge detection is simple, i.e., using an OR-operation to combine Canny and Sobel edge detections. The first step is done by reading the cover image, and then conducting an edge detection one after the other (Canny or Sobel first, and then the other). The result of Canny edge detection is saved at the variable ea , while that of Sobel edge detection at the variable ea . The result of edge detection is a binary number, with 1 as edge area and 0 as non-edge area. The second step is done by conducting an OR-operation on both edge detection results to obtain a hybrid edge detection: (3) CS ea = ea ∥ ea , where the obtained CS ea is a variable for saving the combination of the two edge detections. Fig. 1 shows an example of combining the two edge detections on the Lena image. In this process, the secret message is embedded in the cover edge area of the cover image by first altering the message in binary. The secret message has a special character that is used as the final sign of the message. Fig. 2 illustrates the steps in this embedding process.
Here are the details of the steps of the embedding process as shown in Fig. 2 . Read cover image. Perform edge detection with the Canny method and Sobel method, then save each edge area of each method. Do a combination of the edge area of a Sobel and a Canny using the OR-operation, so that the image edge area is based on a combination of Canny and Sobel detections with the formula (3). Save the area for use in the extraction process.
Read the secret message, then add one special character at the end of the message.
Change the secret message to binary form according to ASCII. Reshape binary messages in vector form.
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Check the large message. If enough messages to enter to the edge area then the priority message is entered into the edge area. If not enough, then the rest of the message is entered into the smooth area.
Embed the secret message into the smallest bit of the image edge pixel cover with the LSB replacement method.
Get the stego-image. This process is the stage for obtaining a message extraction. In order to obtain a perfect extraction, the extraction process must use the hybrid edge detectors. Fig. 3 illustrates the extraction process in the proposed method. Here are the details of the steps of the embedding phase as shown in Fig. 3 . 1. Read stego-image.
2. Read hybrid edge area as a key of extraction. 3. Perform the extraction process by converting each pixel into binary form. 4. Get the smallest bits sequentially from the first edge area through the last smooth area.
5. Combine each of the eight smallest bits of each pixel into a character. 6. Repeat the iteration to get special characters that become the final signs of the messages.
7. Get secret message extraction. This experiment conducts a trial test, on 10 grayscale images standard with size 512512 pixels as cover image and text as messages to be embedded. Each cover image analyzes and compares the payload capacity of messages that can be embedded in the image edge area. Fig. 4 shows 10 cover images used in this test. Prior to the insertion of secret messages, each cover image does an edge detection with a Sobel, a Canny and hybrid algorithms. This edge area will be used as a container for storing messages. Fig. 5 is a sample of edge detection of the cover image used (baboon.bmp, goldhill.bmp, pentagon.bmp, and ship.bmp).
Experimental result and analysis
The edge area shown in Fig. 5 has a significant difference. The edge area obtained from the Canny-Sobel hybrid method has a very clear border. Based on the results of calculations, it is also evident that the entire image of the cover has a bigger number of hybrid Canny-Sobel edge area than the edge area of the Sobel and Canny individually. The details on the results of calculations can be seen in Table 1 . As seen in Table 1 the hybrid method has proven to increase the number of image edge areas. The number of image edge areas greatly affects the amount of payload capacity of messages that can be embedded in the image. Study [11] , also proves that edge detection with a Sobel algorithm has a smaller payload compared to a Canny, whereas by inserting a message according to the maximum payload, of course, the Sobel algorithm gets the best imperceptibility quality and this has also been proved. In the research, however, there is no trial insertion of messages with the same payload, so we cannot know the quality of imperceptibility with the same payload number of the messages. This study compares the imperceptibility quality of stego-images of the same message payload capacity. The quality of imperceptibility is measured by a PSNR. A PSNR is calculated by the next formula.
(4) PSNR = 10 log 10 (
where max is maximum of pixel intensity, for grayscale image is 255; is stegoimage; is cover image; , , are size of image.
There are three different sizes of text messages embedded on each cover image, i.e., 64 bits, 1024 bits, and 8192 bits. Each bit is inserted on each pixel of the cover image contained in the edge area. The measured PSNR values are shown in Figs 6-8 .
From the results of PSNR shown in Fig. 6 , it appears that the message embedded in the hybrid area of Canny and Sobel has the best value with an average PSNR of 91.46965 dB followed by a Canny with 89.5630 dB and a Sobel with 88.31.48 dB. Fig. 7 also has features similar to Fig. 6, i. e., PSNR excellence that is pinned in the edge area of the hybrid Canny and Sobel. It gets the best value compared to a detection by a Canny or a Sobel only. The average PSNR on the hybrid algorithm is 78.7471 dB followed by a Canny with 78.1246 dB and a Sobel with 76.3178 dB. The chart in Fig. 8 also shows the advantages of the proposed method in which the PSNR stego-image with the hybrid method looks superior with an average value of 69.336 dB, while detections by a Canny obtains 69.0735 dB and by a Sobel 67.4548 dB. This proves that the aspect of imperceptibility with the hybrid method is superior to the others. The payload aspect is also measured in units of bits per pixel (bpp). Formula (5) is the bpp formula used in this study. The test results above are received by inserting a maximum of two smallest bits in the edge area and one small bit in the smooth area. Table 2 shows that the use of the hybrid edge detection method can increase the payload of embedded messages. This can be evidently seen from the average value of a higher bit per pixel (bpp) and PSNR in the category. The experiment also tests two kinds of hybrid techniques, i.e., the hybrid x-y-z and the hybrid x-y. The difference is that, the edge area (y) of the hybrid x-y method embeds a 2-bit message, while the smooth area (x) embeds a 1-bit message. In the hybrid method x-y-z, 3 bits embed a message in the area of intersecting edges (z), 2 bits at the edges of the area that do not intersect (y), and 1 bit in the smooth areas (x). The values of x, y, and z here are variables that can be changed in value according to the need. The greater value is entered, the greater the value of bpp is. However, the value of PSNR in this method is getting smaller. Table 3 shows the maximum of payload capacity, the number of bits per pixels, and the PSNR averages of the 10 images with different x, y and z values. Tables 2 and 3 show the parameter values of x, y, and z, with the maximal values recommended for the Hybrid x-y, i.e., x=4 and y=3. A bigger parameter value will significantly affect the quality of a stego-image, but this is not recommended here. Insertion of a message is done by an iteration adjusted to the parameter value. Here, the first iteration is inserted in the smallest bit at the edge area, and the second iteration is in the second smallest bit at the edge area. The third iteration is inserted in the smallest bit at the smooth area. The fourth iteration is inserted in the third smallest bit at the edge area, and the fifth iteration is in the second smallest bit at the smooth area. This process is done throughout all the messages until they are all inserted. Meanwhile, for the Hybrid x-y-z, the recommended parameter values are x=5, y=4, and z=3. The insertion technique is the same as that for the Hybrid x-y. The difference is that priority of insertion starts from the edge area cut of the two edge detections, and then the edge area outside the cut area, and then the smooth area. The extraction process needs a key, i.e., the edge area of the cover image which has been saved in the message insertion process. The default reading of messages starts from the smallest bit at the edge area through the smooth area. Steps of extraction are to be adjusted to the insertion process. Table 4 shows the message extraction results of the stego-images employed. A steganography research seeks for a method which is effective in enhancing significant aspects of steganography, i.e., security, payload capacity, and imperceptibility quality. However, a perfect message extraction should also be considered in the enhancement process. This research has proposed a method for a perfect message extraction, as shown in Table 4 . Information can be maintained through a perfect message extraction. Otherwise, missing information, if any, can change the meaning of a hidden message. 
Conclusion
The edge area of the image is an insensitive part of the pixel value change. It is used in the science of steganography on the image. Inserting message bits in the edge area also serves as an alternative solution to improve the security of message insertion.
We have come to the conclusion that these two advantages can be obtained when we apply steganographic techniques. The experiment conducted in this study has proven that the edge area detected by combining the two methods, i.e., a Canny and a Sobel can significantly expand and, therefore, the payload capacity of messages that can be inserted in the edge area increases. The experiment has also proven that inserting messages on the hybrid edge area with the same payload message is better than the case of the Canny edge area or the Sobel edge area. The average number of bpp with the 10 images also shows that with the proposed hybrid method, the number of bits of messages is bigger than that with only one edge detection method. The value of PSNR obtained is also high. The experiment has obtained 1.13127 bits per pixel and a PSNR of 47.4782 dB through the hybrid x-y-z method, with the value x = 1 bit, y = 2 bits, and z = 3 bits. The x-y hybrid method can pin 1.10798 bits per pixel with a PSNR of 48.9360 dB. The x-y-z value here can be adjusted to the payload capacity of the message, but it is still advisable to keep the PSNR value above 30 dB for good stego-image quality. This way, the image cannot be detected or perceived by the human visual system.
